

    
      
          
            
  
Skoruba IdentityServer4 Admin
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The administration for the IdentityServer4 and Asp.Net Core Identity.
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How to configure the Administration - IdentityServer4 and Asp.Net Core Identity


1) Admin UI:


	Skoruba.IdentityServer4.Admin - Startup.cs - method ConfigureServices:





Configure DbContexts


	This AddDbContexts helper method is used for registration of DbContexts for whole administration.


	The solution uses these DbContexts:


	AdminIdentityDbContext: for Asp.Net Core Identity


	AdminLogDbContext: for logging


	IdentityServerConfigurationDbContext: for IdentityServer configuration store


	IdentityServerPersistedGrantDbContext: for IdentityServer operational store








services.AddDbContexts<AdminIdentityDbContext, IdentityServerConfigurationDbContext, IdentityServerPersistedGrantDbContext, AdminLogDbContext>(HostingEnvironment, Configuration);







Configure authentication

services.AddAuthenticationServices<AdminIdentityDbContext, UserIdentity, UserIdentityRole>(HostingEnvironment, rootConfiguration.AdminConfiguration);





This AddAuthenticationServices helper method is for registration authentication. For administration is used OpenIdConnect middleware which is connected to IdentityServer4.


For staging environment is used cookie middleware for fake authentication. In integration tests is checked this fake login url. /Account/Login






Configuration of services/repositories for IdentityServer4

services.AddAdminServices<IdentityServerConfigurationDbContext, IdentityServerPersistedGrantDbContext, AdminLogDbContext>();





This extension method AddAdminServices is for registration all dependencies - like repositories, services for managing IdentityServer4 configuration and operational store. Here is necessary to inject DbContexts only.



Configuration of Asp.Net Core Identity

services.AddAdminAspNetIdentityServices<AdminIdentityDbContext, IdentityServerPersistedGrantDbContext, UserDto<string>, string, RoleDto<string>, string, string, string,
                                UserIdentity, UserIdentityRole, string, UserIdentityUserClaim, UserIdentityUserRole,
                                UserIdentityUserLogin, UserIdentityRoleClaim, UserIdentityUserToken,
                                UsersDto<UserDto<string>, string>, RolesDto<RoleDto<string>, string>, UserRolesDto<RoleDto<string>, string, string>,
                                UserClaimsDto<string>, UserProviderDto<string>, UserProvidersDto<string>, UserChangePasswordDto<string>,
                                RoleClaimsDto<string>, UserClaimDto<string>, RoleClaimDto<string>>();





This extension method is for registration all dependencies for managing data for Asp.Net Core Identity.
This is right place for changing Identity model - like change primary key from string to another type.



Configuration of Localization and MVC

services.AddMvcWithLocalization<UserDto<string>, string, RoleDto<string>, string, string, string,
                UserIdentity, UserIdentityRole, string, UserIdentityUserClaim, UserIdentityUserRole,
                UserIdentityUserLogin, UserIdentityRoleClaim, UserIdentityUserToken,
                UsersDto<UserDto<string>, string>, RolesDto<RoleDto<string>, string>, UserRolesDto<RoleDto<string>, string, string>,
                UserClaimsDto<string>, UserProviderDto<string>, UserProvidersDto<string>, UserChangePasswordDto<string>,
                RoleClaimsDto<string>>();





This extension method AddMvcWithLocalization is for registration of MVC and Localization as well.
In this method are used same types like for Asp.Net Core Identity because these types are injected into generic Controllers.



Configuration of Authorization policies

services.AddAuthorizationPolicies();





This extensions method contains only one base policy for administration of whole AdminUI. There is good place to register another policies for extending authorization stuff.




2) Security token service (STS)


	Skoruba.IdentityServer4.STS.Identity - Startup.cs - method ConfigureServices:





Configure DbContexts

services.AddIdentityDbContext<AdminIdentityDbContext>(Configuration);





In this extension method AddIdentityDbContext is defined DbContext for Asp.Net Core Identity

In StartupHelpers.cs is another extension method for registration of DbContexts for IdentityServer4:

AddIdentityServerStoresWithDbContexts<TConfigurationDbContext, TPersistedGrantDbContext>(configuration);







Configuration of IdentityServer4 and Asp.Net Core Identity


	Skoruba.IdentityServer4.STS.Identity - Startup.cs - method ConfigureServices:




services.AddAuthenticationServices<IdentityServerConfigurationDbContext, IdentityServerPersistedGrantDbContext, AdminIdentityDbContext, UserIdentity, UserIdentityRole>(Environment, Configuration, Logger);






	This extension method is defined for registration of Asp.Net Core Identity and IdentityServer4 - including one external provider (GitHub).






Configuration of Localization and MVC

services.AddMvcWithLocalization<UserIdentity, string>();






	This is extension method for registraion of MVC and Localization. In this method are used the types for Asp.Net Core Identity for generic controllers.









          

      

      

    

  

    
      
          
            
  
Introduction

Tutorial covers configuration of Admin for deploy on Azure.


Create database

If you don’t have publicly accessible database you will need to create one. Follow tutorials for creating databases on Azure:


	SQL Server [https://docs.microsoft.com/en-us/azure/sql-database/sql-database-get-started-portal]


	PostgreSQL [https://docs.microsoft.com/en-us/azure/postgresql/quickstart-create-server-database-portal]


	MySQL [https://docs.microsoft.com/en-us/azure/mysql/quickstart-create-mysql-server-database-using-azure-portal]




Replace connection strings in appSettings.json with connection string to generated database.



Deploying webbaps to Azure App Service

We will assume in the tutorial that STS and Admin were deployed to:


	https://is4-sts.azurewebsites.net - STS


	https://is4-admin.azurewebsites.net - Admin panel





Updating URLs

Remember to replace those values with your own in src/Skoruba.IdentityServer4.Admin/appsettings.json before first publish -

"AdminConfiguration": {
	"IdentityAdminBaseUrl": "https://is4-admin.azurewebsites.net",
	"IdentityAdminRedirectUri": "https://is4-admin.azurewebsites.net/signin-oidc",
	"IdentityServerBaseUrl": "https://is4-sts.azurewebsites.net"
}





Then follow instructions from Quickstart deploy to Azure [https://docs.microsoft.com/en-us/visualstudio/deployment/quickstart-deploy-to-azure]



Adding certificate for signing tokens

We also need to upload pfx certificate for signing tokens. If you don’t have one here are the steps to do it using openssl (remember to write down the password - we will need it later):

Windows users can download OpenSSL from here [https://slproweb.com/products/Win32OpenSSL.html]

Or if you’re using Chocolatey [https://chocolatey.org/] you can install above package using:

choco install openssl.light 





To generate pfx certificate:

openssl genrsa 2048 > private.pem
openssl req -x509 -new -key private.pem -out public.pem
openssl pkcs12 -export -in public.pem -inkey private.pem -out mycert.pfx





Now we can upload the certificate in Azure Portal to our website:

[image: _images/certificate_upload.PNG]Where to upload

While we’re at it we can allow only https traffic to our STS and admin:

[image: _images/https_always.PNG]Always https

Then head to “Application Settings” section within your Azure App Service and create a new Application setting with the following parameters:

Name: WEBSITE_LOAD_CERTIFICATES
Value: *





Last step before deploy - we need to update src/Skoruba.IdentityServer4.STS.Identity/appsettings.json and modify following lines:

"CertificateConfiguration": {
    "UseTemporarySigningKeyForDevelopment": false,
    "CertificateStoreLocation": "CurrentUser",
    "CertificateValidOnly": false,
    "UseSigningCertificateThumbprint": true,
    "SigningCertificateThumbprint": "<enter here thumbprint from Azure>"
}





Now we can (re)deploy both apps to Azure.






          

      

      

    

  

    
      
          
            
  
Introduction

Tutorial covers configuration of Admin on Ubuntu 19.04 with fresh instance of PostgreSQL database.



Prerequisites


.NET Core 3.1 SDK

Instructions from: https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-manager-ubuntu-1904

wget -q https://packages.microsoft.com/config/ubuntu/19.04/packages-microsoft-prod.deb -O packages-microsoft-prod.deb
sudo dpkg -i packages-microsoft-prod.deb

sudo apt-get update
sudo apt-get install apt-transport-https
sudo apt-get update
sudo apt-get install dotnet-sdk-3.1







PostgreSQL

Instructions from: https://linuxize.com/post/how-to-install-postgresql-on-ubuntu-18-04/

sudo apt update
sudo apt install postgresql postgresql-contrib





Throughout tutorial we will use PostgreSQL running on localhost and default port 5432 with username/password combination postgres/postgres. You can update connection strings with your own or if you want to follow everything exactly then after installing PostgreSQL you will need to change password of postgres user:

sudo -u postgres psql
ALTER USER postgres WITH PASSWORD 'postgres';







IDE

Console commands will be used throghout the tutorial but for code editing it is recommended to use dedicated IDE. I’ve got good experience with Visual Studio Code [https://code.visualstudio.com/] and Rider [https://www.jetbrains.com/rider/].




Cloning Admin

git clone https://github.com/skoruba/IdentityServer4.Admin







Adjustments for PostgreSQL

By default everything is configured for Microsoft SQL Server, but fortunately it’s pretty easy to change.


Replace connection strings

First change connection strings in src/Skoruba.IdentityServer4.Admin/appsettings.json and  src/Skoruba.IdentityServer4.STS.Identity/appsettings.json and replace them with following connection string:

Server=localhost; User Id=postgres; Database=is4admin; Port=5432; Password=postgres; SSL Mode=Prefer; Trust Server Certificate=true







Switch to PostgreSQL

It is possible to change database provider in appsettings.json in following projects:


	Skoruba.IdentityServer4.Admin


	Skoruba.IdentityServer4.Admin.Api


	Skoruba.IdentityServer4.STS.Identity




Change parameter ProviderType in section to:

"DatabaseProviderConfiguration": {
    "ProviderType": "PostgreSQL"
  }








Final setup


Run STS and Admin

First run STS in src/Skoruba.IdentityServer4.STS.Identity launch:

dotnet run





Admin also needs to seed the database so seperate terminal in src/Skoruba.IdentityServer4.Admin we add additional seed parameter:

dotnet run /seed





After that we should have STS listening on http://localhost:5000 and Admin on http://localhost:9000.  We can go to the latter and we should be redirected to our STS for authentication. You can find the default credentials in identitydata.json in project called Skoruba.IdentityServer4.Admin.




Final thoughts

There are many more steps required before IS4 and Admin panel are sufficiently hardened to be used in production scenario. Please bear in mind that this tutorial serves only as a quickstart.
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Skoruba.IdentityServer4.Admin - Documentation


	The administration of the IdentityServer4 and Asp.Net Core Identity
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